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Steve Designs Application Navigation

PTS has many pages
now. There should be
a proper navigation
structure in place.

ORACLE’

Steve created the PTS application, which provides all the pages like Forms and Reports to meet Stella’s
requirements. But while running the application he feels that it is not too user-friendly when it comes to
accessing those features. Therefore, Steve starts customizing PTS with Oracle Application Express to get a
better user experience before he presents it to Stella and other project managers.

Oracle Application Express Workshop | Il -2
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In Unit 3, you include navigation in your application with the help of shared components. This unit also
explains how to implement page-level authorization to make your application highly secure.

Oracle Application Express Workshop | Il -3
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This slide is a graphical depiction of the course, particularly highlighting Unit 3 - Lesson 14, which is
dealt with in these slides.

Oracle Application Express: Workshop | 14 -2



Steve Builds a Navigation System into PTS

Where should |
see my project
milestone?
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Steve is very happy with the way the PTS application has taken shape in recent days. But he is
finding it quite difficult to run the various pages that are built into PTS. Steve wants to make
navigating through the different pages easy and user-friendly, so that Stella and other project
managers do not waste time searching for their relevant pages.
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Objectives

After completing this lesson, you should be able to:
» Explain the use of shared components in an application

* Create and edit the following navigational shared components in an application:
Navigation menu entries

Lists

Breadcrumbs

Navigation bar entries

ORACLE’

In this lesson, you learn how to create, edit, and use navigational shared components (navigation
bars, lists, and breadcrumbs) in your application.
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Lesson Agenda

* Introducing Shared Components
— Shared Components: Examples
— What Are Shared Components?

ORACLE’
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Shared Components: Examples

Navigation Bar entries

Welcome!

Want to search anything?

Breadcrumb

e Employees Repart  [€™=  Breadcrumb

| Quick Links
Navigation menu

View Projects

List === Project Status Report

ORACLE’

The PTS Application interface screen in the slide shows that an application typically uses a
combination of navigation menus, lists, navigation bars, and breadcrumbs.

The Home, Project Status Report, Projects List View, Employees Column Toggle, Projects Master
Report, Projects Master Document, and Employees Report pages are the Navigation Menu entries.
Help, Username, and Home links at the top right of the page are the Navigation Bar entries. Home >
is the Breadcrumb used to go back and forth between the pages within the application’s major
components. The Quick Links on the top of the page is a List.

Thus, you can use a combination of navigation menu entries, lists, navigation bar entries, and
breadcrumbs to navigate within an application.

. Navigation menu is provided with Universal Theme by default, and it is used to provide navigation
between major components of the application.

= Alistis a collection of links. Each list entry is associated with a page.

=  Breadcrumbs are a hierarchical list of links. They show you where you are within the
application.

=  Anavigation bar is used to link text or an image to a page. You need not reference it on every
page (as you must do with the other navigational shared components). An application can
have only one navigation bar.

All of these are Shared Components. So, what is a Shared Component? Let’s learn in the next slide.
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What Are Shared Components?

(1) Application 333 Page Designer Ov 2 7 6o (5] +v v save n
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Web Source Modules o .
Navigation User Interface Files
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Globalization Lists User Interface Attributes Static Application Files
Globalization Attributes Navigation Menu Themes Static Workspace Files
Text Messages Breadcrumbs Templates
Translate Application Navigation Bar List
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Shared components are components that can be included on one or more pages of your application.
The Shared Components Page screenshot in the slide shows the categories of shared components
that you can include in your application.

In the Shared Components section of a page’s definition (see the screenshot under Page Designer),
you can view the shared components that are included on that page.

In the next few slides, you learn how to create navigational shared components: lists, breadcrumbs,
and navigation bar entries.
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Lesson Agenda

+ Creating Navigation Menu Entries
— Accessing Navigation Menu page
— Creating Navigation Menu entries

ORACLE’
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Accessing Navigation Menu Page
'/{‘\\‘ Application 333 | Shared Components
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(1) Application 333 ' Shared Compo Entries List Navigation Navigation
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Lists List Details Unused Desktop Nav
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Lists
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Navigation Meny

Breadcrumbs
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ORACLE’

Because Steve created the PTS application as a desktop application, you can see that Desktop
Navigation Menu already created in PTS shared components. So, how do you access the Navigation

Menu page?
To access Navigation Menu shared components:
1. Inthe development workspace, open your application's home page (screenshot 1).
2. Click the Shared Components icon on the application’s home page.
3. Locate the Navigation group and click Navigation Menu.
Alternatively, you can access it by performing the following steps:
1. Navigate to the application home page.
2. Click the Shared Components icon on the application’s home page.
3. Locate Navigation group and click Lists.
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Creating Navigation Menu Entries

F— © ©
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Now, Steve wants to create new Navigation Menu entries for the PTS application such that all the
forms have an entry in the Navigation Menu. Project managers can click any menu item to access the
corresponding form to manage details about employees, projects, and so on. And he starts with the
Create Employees form page. Let’s see how.

To create Navigation Menu entries, in the development workspace, open your application's home page, and
under Shared Components, locate Navigation group and click Navigation Menu. You then perform
the following steps:

1. Click Desktop Navigation Menu and then Create List Entry.
2. Enter the following values and click Save:
= Parent List Entry: Select Home.
= List Entry Label: Enter Create Employees.
= Target Type: Select Page in this Application.
= Target Page: Select Page 11 (this is the Create Employees page) from the pop-up LOV.

3.  Runthe Home Page to see the Create Employees form listed under Home in the Navigation
Menu. Click the Create Employees link to load the Create Employees form.
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Lesson Agenda

* Creating Lists
— Accessing the Lists Page
— Creating a Static List
— Creating a Static List Region
— Creating a Dynamic List
— Creating a Dynamic List Region
— Creating a List Region on Global Page

ORACLE’
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Lists

Welcome!

Want to search anything?
Welcome!
Browse the web at

www.project_tracking_corp.com
Want to search anything?

Dynamic

Browse the web at Quick Links: Project Documents List

www.project_tracking_corp.com

Project Plan

Quick Links Statlc Project Plan
List

Project Plan

View Projects SQL scripts

Tracking Exceling

Project Status Report Schema Excel

Data Model Diagram

View Employees Pre-Definition Document

Project Deliverable

ORACLE’

See the two list images in the slide: one a static list (based on predefined display and return values)
and the other a dynamic list (based on a SQL query or a PL/SQL function executed at run time).
Steve wants to create these two list types for his Home Page and his Project Master Document page
so that all the important pages and documents can be easily accessed by his project managers.

So, what is a list?

A list is a collection of links. Each link is called a list entry. For each list entry, you must specify the
display text, a target URL, and other attributes that control when and how the entries in the list are to
be displayed. In the next few slides, you learn how to access the Lists Page and create different types
of lists.
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Accessing the Lists Page

C’f> Application 333 ' Shared Components

Application Logic

Application Definition Attributes
Application ltems

Application Processes
Application Computations
Application Settings
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Navigation
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©
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To access the Lists page, on the application home page, click the Shared Components icon and
perform the following steps:

1.
2.

o

(T) Application 333 ' Shared Components ' Lists

Lists List Details Unused Conditional Entries Utilization
Q- || G 828 =
Actions v
Entries List
Name T= Type Entries References Updated Updated
Deslsto;)l Static 3 0 11 days 11 days
Navigation Bar ago ago
Desktop
Navigation Static 6 0 6 days ago 6 days
ago
Menu

History

Navigation
Bar

Yes

®

Reset Copy

Navigation
Menu

No

Yes

On the Shared Components page, click the Lists link under Navigation.

The Lists page is displayed. Existing Lists, if any, are displayed on the Lists tab. You can
create a new list or copy a list from another application. (The other application must reside in

the same workspace.)

Alternatively, perform the following steps:

1.
2.

On the application home page, click a page.

On the Shared Components tab in the page definition, right-click the Lists node and select

Create.

The Create List Wizard opens.
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reatl n g a tatl C L I St Lists Gﬂ\ls Unused Conditional Entries Utilization History
1) Application 333 ' Shared Components | Lists G ®
Qv | ‘ Go 85  E8 Reset Copy
Lists ist Deta Unused Conditional Entries Utilization History
o Actions ™
Q- ‘ Go 88 HE8 Reset Copy
Actions v I Create > | Entries List Navigation Navigation
= 7 Name T= Type Entries References Updated Updated Bar Menu
Create List x Deskt
— Static 3 0 - - Yes No
Navigation Bar
. Desktop 25 25
Source Navigation Static 8 0 minutes minutes No Yes
Menu ago ago
A List is a static or dynamic definition used to display a specific type of 1 d 1 d
PTS_Reports Static 3 [} seconds seconds No No
page item, such as progress bars, a navigation menu list ago ago
Create List:. @ From Scratch — 1-3
O As a Copy of an Existing Lis| @ Create List * @ Confirm
L o [ ]
page by creating a list region. Deleting a list wil Query orStatic Values Create List Regions? Do not create lst regiants) g
to be re ed List Entry Label Target Page ID or custom
URL List Entry Label Target Page ID or custom URL
1 View Projects 4
. 1 View Projects 4
Name | PTS_Reports
) 2 [Project Status Report 2 7 Project Status Report 2
Type: L&_Static
L) Dynamic 3 View Employees 13
3 [View Employees 13
Build Option - No Build Option -

ORACLE’

Now, Steve starts creating a static list with links for all the reports generated from PTS and creates a
list region to display this list on the Home page. This enables project managers to access any report
by clicking the links on the list directly. Let’s see how.

To create a static list (for PTS Reports), perform the following steps:
1. Click the Create button on the Lists page.
Select From Scratch and click Next (screenshot 2).
Enter a name for the list. (Here Steve enters PTS_Reports (screenshot 3). )

Enter following values for List Entries. Target Page ID should be selected from the LOV and
click Next (screenshot 4):

= View Projects - 4

»pw D

= Project Status Report - 2
= View Employees - 13

5. Select Do not create List Region. (You will learn to create a list region to display your list in
the next slide.) Click Create List. The PTS_Reports list is created. You can edit the list to add
additional list entries.

You can also create new list entries in lists that are already populated. To create a list entry, perform
the following steps:

1. Click Create List Entry on the Lists page.

2. Enter the text for the link in the List Entry Label field. On the Target tab, enter the page that
you want to associate this list entry with. Click Create.

The list entry is created.

In the next slide, you will create List Region on Home Page to make the PTS_Reports list visible on the Home
Page.
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Attributes v

Q Filter

Creating a Static List Region
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Cancel
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>
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Quick Links
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ORACLE’

Although, in the previous slide, you selected Do not create List Region, you need to create a list region
to display your list. Usually, it is done on the Home Page. You can create a list region on the current
page also while creating the list (in the previous slide). Alternatively, you can also create a list region
separately on the page where you want to display the list. In this slide, you will learn how.

To create a list region on the Home Page to make the PTS_Reports list visible on the Home Page, open

the Home Page in Page Designer view and perform the following steps:

1. Under Rendering, right-click Regions and click Create Region.

2. Enter the following values in the Properties Pane of the new Region on the right side:
. Title: Quick Links
. Type: List
. List (under Source): PTS Reports (select PTS_Reports from select list)

o g bk~ w

Oracle Application Express: Workshop |

Select Span Horizontal for Layout and click OK.

Click Attributes under Quick Links to see its properties in Property Editor.
Select Media List for List Template and select Use Template Defaults from General.

Click the Save and Run icon to see the list in the center of the Home page.
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Creating a Dynamic List

@ Create List x

Lists List Details Unused Conditional Entries Utilization History @
Source
Q- : Ge el = Reset 5
A List is a static or dynamic definition used to display a specific type of page
Actions v Create > : .
item, such as progress bars, a navigation menu list.
Entries List Navigation  Navigation Create List: ® From Scratch
Name | Type  Entries  References  Updated  Updated Bar Menu

O Asa Copy of an Bisting List

Desktop

Navigation Static e .
Bar G Create / Edit List x @ Create List *
Desktop
Navigation Static ° ® ° ° ®
Menu Name and Type Query or Static Values
cel ~

PTS Reports  Static Alist is a shared collection of links, each link is called a list entry. You control — Query Source Type

the appearance of a list through list templates. You add a list to a page by N

creating a list region. Deleting a list will cause referencing regions to be SQL Query:

removed. Create Dynamic List

*
Table / View Owner  PTS v
*
Name  Project Document Quick Links

" Table or View ‘PROJE(LDQCUM[NTS{ | = ‘

Build Qua% | "

ORACLE’

Steve now starts creating another list with links for all the project documents maintained in PTS
applications. He creates a list region to display this list on the Project Master Documents page. This will
help project managers access any project document by clicking the links on the list directly.

wpe O satic

Build Option | - No Build Option - v

This time Steve chooses a Dynamic List, because dynamic lists query the database at run time and
displays the list. So, any new entry or updates done to the underlying table will be reflected in the list,
and he does not have to go and edit all these pages every time a new project document is added.

Let’'s see how he creates a Dynamic List — Quick Links: Project Documents.

You must first open your application and click the Shared Components icon. On the Shared
Components page, click Lists under Navigation, and perform the following steps:

1. Click Create.
2. The Create List Wizard appears. Select From Scratch.

3. Enter the following values (retain other values as default) and click Next.
= Name - Enter Project Document Quick Links

= Type - Select Dynamic
4. Click Build Query (screenshot 4).

5. The Create Dynamic List window opens. Select PROJECT DOCUMENTS from the pop-up LOV
and click Next (screenshot 5).
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Creating a Dynamic List

o

Create Dynamic List

Owner.  PTS
Table:  PROJECT DOCUMENTS
* Label Column  DOCUMENT_ NAME (Varchar2)

DOCUMENT_URL (Varchar2)

Target Column

URL

GCreate Dynamic List

11 as level value
. "DOCUMENT_NAME" as label_value
. "DOCUMENT_URL" as target_value
, null as is_current
, null as image_value
, null as image_attr_value
, null as image_alt_value
From "PROJECT_DOCUMENTS"
order by 1

Create List

o

Query or Static Values
Query Source Type  SQL Query v
" saL Query:

select null as level_value
» "DOCUMENT_NAME" as label value
, "DOCUMENT_URL" as target_value
, null as is_current
, null as image value
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, null as image_alt_value

from "PROJECT_DOCUMENTS™

order by 1

Build Query

< Cancel

~

List Name

Create List Regions?

Create List x

o ©

Project Document Quick Links

Do not create list region(s) v

]
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List Query  select null as level value
. "DOCUMENT_NAME" as label_value
, "DOCUMENT_URL" as target value
., null as is_current
, null as image_value
, null as image_attr_value
. null as image_alt_value
from "PROJECT_DOCUMENTS" History
order by 1
Reset | Copy
|'_I
conee
Name T Type Entries | References  Updated  Updated Bar Menu
Desktop
Navigation Static 3 0 Yes No
Bar
Desktop =] 68
Navigation Static 8 0 minutes  minutes No Yes
Menu ago ago
43 43
PTS_Reports  Static 3 1 minutes  minutes No No
Project 1 1
Documen t Dynamic 0 0 conds o N No
Quick Links ago ago
1-4

6. Enter the following values, leaving others as default, and click Next (screenshot 6).
* Label Column: DOCUMENT NAME (Varchar2)

= Target Column: DOCUMENT URL (Varchar2)

The SQL query is created. Click Finish (screenshot 7).

Click Next (screenshot 8).

Select Do not create list region(s). You will learn to create a list region to display your list in the
next slide. Click Create (screenshot 9).

The Dynamic list Project Document Quick Links is created and can be seen listed under Lists on
Shared Components (screenshot 10).
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Creating a Dynamic List Region
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> Post-Rendering
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Test Results
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Now that Steve has created the Dynamic list for his projects documents, he wants to add it to his
Projects Master Document page. Let’s see how he creates a list region on Page 7: Project Master
Document to make the Dynamic List visible.

Open the Project Master Document page in Page Designer view and perform the following steps:
1. Under Rendering, right-click Regions and click Create Region.
2. Enter the following values in the Properties Pane of the new region on the right:
- Title: Enter Quick Links: Project Documents.
- Type: Select List.

- List (under Source): Select Project Documents Quick Links from the pop-up
LOV.

3. Click the Save and Run icon to see the list on the Project Master Document Page.
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Creating a List Region on Global Page
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Parent Region = - Page 6: PrOjeCtS MFG Sugar Industries
Position Content Body Vo= Master Report in PTS.
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You learned in the previous slides that to display a list on a page, you must create a list region. You
can either create separate list regions on individual pages or you can create a list region on a Global
page so that it appears on all the pages. You can even specify the pages that should reflect the list
region.

In the slide, Steve adds the static list that he created some time back on the Global page. This will
enable project managers access the reports quickly from any page in the application.

1. To create a list region, from the page definition for Global page, right-click the Regions node and
click Create Region.

2. Select List in the Property Editor of the new region. Here Steve selects PTS_Reports. You can
also update other properties such as Title, Position on the page, and so on. The list region is
created.

3. To specify the pages on which the list region should be displayed, select the list region node and
click the Server-side Condition tab in its Property Editor. Select “Current Page is in comma
delimited list” and select the pages in which you want this list region to appear using the pop-up
LOV. Here Steve selects page 4 (Projects List View) and 6 (Projects Master Report).

If you run the application, you should see the list region on the pages that you specified.
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Lesson Agenda

« Creating Breadcrumbs
— Viewing a Breadcrumb
— Creating Breadcrumb Entries
— Reparenting Breadcrumbs

ORACLE’
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g Breadcrumb
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ORACLE’

The slide shows an image in a gray box—a hierarchical list of links or a breadcrumb showing you
where you are within the application.

The breadcrumb path is displayed below the Navigation Bar at the top of each page. You can use a
breadcrumb path and click a specific page name link to view that page immediately.

You can define the breadcrumb region on the Global page so that it appears on all pages or on each
page individually. You can define conditions to exclude the breadcrumb region from specific pages
where they are not to be displayed, such as pop-up LOV pages.

By default, each application contains one breadcrumb. The breadcrumb contains multiple
breadcrumb entries.

The Create Page Wizard provides an option to create a breadcrumb entry. To view the breadcrumb
for an application, perform the following steps:

1. Onthe Shared Components page, click the Breadcrumbs link in the Navigation pane.

2. Onthe Breadcrumbs page, the existing breadcrumb is listed. Click the icon to view the

breadcrumb entries for the breadcrumb. To create a new breadcrumb, click the Create
Breadcrumb button.

3. The Breadcrumb Entry page appears where you can define the page details for which a
breadcrumb entry is required. Alternatively, you can create a breadcrumb entry for a page
while creating the page by using the Create Page Wizard itself.

In the next slide, let's see how Steve creates a breadcrumb entry on the Employees Report page.
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Creating Breadcrumb Entries
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Steve knows that project managers use the Employees Report very often to add or update details of the
existing employee or when a new employee joins in. Therefore, it will be easy for them if there is a
breadcrumb entry created for this report page, which can take them directly to the report. Let’'s see how
Steve creates this breadcrumb entry.

You must first click the Shared Components icon and click Breadcrumbs under Navigation. You then
click Breadcrumb, and it opens with the entry for Home in it already. Perform the following steps after
that:

1. On the Breadcrumbs page, the existing breadcrumb is listed. To create a new breadcrumb, click
the Create Breadcrumb button.

2. Enter the following values (retain defaults for rest of the fields) and click Create Breadcrumb Entry.
+ Parent Entry: Select Home (Page 1).
+ Page: Select 10 (from pop-up LOV).
+ Short Name: Enter Employees Report.
+ Target is a: Select Page in this application.
» Page: Select 10 (from pop-up LOV).
Now, in order to show the breadcrumb on Page 10, you need to create a breadcrumb region on
Page 10 as follows:

3. Open Page 10: Employees Report in Page designer view and select Breadcrumb from
Regions Gallery and drag it to Breadcrumb Bar in Grid Layout.
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4. Enter the following values in the Properties Pane of the new region on the right side:
« Title: Enter Breadcrumb.

« Type: Select Breadcrumb.
« Source: Select Breadcrumb.
* Position: Select Breadcrumb Bar.

5. Click the Save and Run icon to load page 10. You can see the breadcrumb entry for
Page 10.

In the next slide, let’'s see how you can reparent a breadcrumb entry.
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Reparenting Breadcrumbs

@

Name Sequence Page Parent Tasks
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You learned how to create a breadcrumb entry in the previous slide. Breadcrumbs, as you know,
provide users with hierarchical navigation. You can also select a new parent for selected breadcrumb
entries on the Reparent Entries page. Generally, you reparent a breadcrumb when you add additional
pages to your application. For example, you initially define a Report (page 3) with a Form (page 4) on
the PROJECTS table. You then define a new page with Project Details (Page 10) and subregions for
the child tables (Milestones and so on). You update the report (Page3) to link to the Project Details
page (page 10). Now, on page 10, you include an edit link to go to the form page (Page 4) for
projects. So, the breadcrumbs for Page 4 need to be reparented to go to page 10 and not page 3.

Note that you can change the parent entry for one or more breadcrumb entries.
To reparent the breadcrumb entries, perform the following steps:

1. Onthe Breadcrumb page, select Reparent Entries within this Breadcrumb from the Tasks
menu (in the bottom-right corner of the page).

2. Select a parent entry for the Reparent To field. Select the check box for each breadcrumb
that you want to reparent. In this slide, Steve selects Project Details. He wants to select Home
as the new parent. Click the Reparent Checked Entries button.

The entry is now listed under the new parent.
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Lesson Agenda

* Creating Navigation Bar Entries
— Accessing the Navigation Bar Entries Page
— Creating a Help Page
— Creating a Navigation Bar Entry

ORACLE’
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Accessing the Navigation Bar Entries Page

= Project Tracking System 8 apex ™ Help
Home >

Help
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Projects List View entry
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G Navigation @ v

Qv | \ Go 38 | B8 Actions Vv Reset  Copy

v v Navigation Bar List
Entries List Navigation
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Lists
Navigation Menu

Breadcrumbs

Dozl Static 3 0 - . Yes
N ion B:
Navigation Bar List %‘M
ORACLE

Can you see Help and apex (username) on the top right-hand side of the page? Both of these are
navigation bar entries.

Note that each application can have only one navigation bar. The items inside the navigation bar are
called navigation bar entries. Some of the typical situations where you use navigation bars are
accessing the Home page and linking to a Help page. The location of the navigation bar depends on
the associated page template. You use text or images when you create a navigation bar icon.

If you click the Navigation Bar List link from the application’s Shared Components page, you can
view the navigation bar entries for the application.

In the next couple of slides, you will create a Help page and add it as a navigation bar entry.
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Now, Steve’s requirement is that he wants to create Help Text for all the pages created in PTS. He
then wants to add a Help navigation bar entry so that new users to PTS can get help on each page in
the application. But, before he creates a Help navigation bar entry, let’s first see how he creates a

Help page in the application:
1. Create a blank page with the rest of the options as defaults and click Finish:
= Page Name: Enter Help
2. Inthe page definition of the blank page (Help), right-click the Regions node and select Create
Region.
3. Select Help Text as Type in its Property Editor.
4. Enter a Title (for example, Help) for the help region in the property editor.

5. Enter the following Help Text: This page provides information on any queries
related to Project Management. The Help page with a Help Text region is created.

= Note that to view the Help Text for any page, you must enter the Help Text on that page
separately. For example, if any Page 3 has a value entered in “Help Text” under the
Help tab in its Properties Pane on the right side, this value will be displayed when the

Help Page link is clicked from this page.
6. Save the page and run the application. The page help is displayed.
In the next slide, you will create a Help navigation bar entry. Let’s see how.
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Creating a Navigation Bar Entry
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Bar entry

In the preceding slide, Steve has created Help Text for the Help page in PTS. (He has plans to later
add help text for all his other pages.) He now adds a Help navigation bar entry to help his users. Let’s

see how.

To create a new navigation bar entry, navigate to the application’s Shared Components and click
Navigation Bar List in the Navigation pane. You then perform the following steps:

1. Click Desktop Navigation Bar and click Create Entry.

Enter the following values and click Create List Entry by retaining default values for other

2.
fields (screenshot 4):
" List Entry Label: Enter Help.
" Target Type: Select Page in this Application.
" Page: Select page 17 from the popup LOV.
. Request: Enter §APP_PAGE_ID.
3.  Runthe page and click the Help link in the navigation bar to read its Help Text.
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Quiz
Which shared components would you use to create a shared collection of links on a page?
a. Breadcrumbs

. Lists

b
c. Navigation bar entries
d. Tabs

l\[

Answer: b
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Practicel4 Overview: Adding Shared Components That Aid
Navigation

This practice covers the following topics:

+ Creating lists and list regions

* Creating and editing a navigation menu

* Creating a Help page and adding a navigation bar entry

* Adding breadcrumbs to an existing page

ORACLE’
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Summary

In this lesson, you should have learned how to:
* Provide an overview of shared components

* Include the following shared components in your application:
— Navigation menu and its entries
— Lists
— Breadcrumbs
— Navigation bar and its entries

ORACLE’

In this lesson, you learned how to create, edit, and use navigational shared components in your
application.
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Working with Themes,
Templates, and Files

ORACLE’



You Are Here in This Course

Lesson 1: Course Overview

Lesson 14: Adding Shared Components
Unit 1: Getting Started with That Aid Navigation
Application Express

: > sson 15: Working with Themes,
) . : plates, and Files
Unit 2: Building User-Friendly

Web Applications
Lesson 16: Implementing Security

Unit 3: Customizing Your

Web Application Lesson 17: Managing Application
Navigation

Unit 4: Enhancing Your Web
Application

ORACLE Copyright © 2019, Oracle and/or its affiliates. All rights reserved.

This slide is a graphical depiction of the course, particularly highlighting Unit 3 - Lesson 15, which is
dealt with in these slides.
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Objectives

After completing this lesson, you should be able to:
* Define themes and their uses
+ Create a new theme
+ Copy atheme
+ Edit a theme
+ Switch to a different theme
* Explain Universal Theme and Theme Roller
* Use Theme Roller to change the theme style
+ Define templates and their uses
* View existing templates
* Create, copy, edit, and replace a template

* Upload and use a cascading style sheet and an image

ORACLE’

This lesson provides an overview of the themes and templates provided by Oracle Application
Express.
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Steve Works with Application User Interface

ORACLE Copyright © 2019, Oracle and/or its affiliates. All rights reserved

Now that the functionality part of the PTS application is ready, Steve is looking to work on the look
and feel of the application. He explores the various themes available in Oracle Application Express
that he can use to enhance the user experience of the PTS application. He wants to customize the
style of his PTS application using the Runtime Developer toolbar and Theme Roller. Let us see how
he changes the theme style of his application from the Themes page.
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Lesson Agenda

* Using Themes
— What Is a Theme?
— Accessing the Themes Page
— Creating a New Theme
— Creating a Copy of an Existing Theme
— Editing a Theme
— Switching Between Themes
— Changing the Theme Style
— Accessing the Theme Roller
— Introducing Universal Theme and Theme Roller
— Customizing Your Theme Style Using Theme Roller
— Saving Theme Style in Theme Roller

ORACLE’
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The slide shows the Employee Column Toggle page of the PTS application using the universal
theme, but the theme style is different in the two images in the slide. This theme style is provided by
Oracle Application Express and defines an application’s user interface, including the reports, buttons,
and other controls.

So what is a theme? A theme is a collection of templates that can be used to define the layout and
style of an entire application. The purpose of a theme is to provide a complete set of templates that
accommodate every user interface (Ul) pattern that may be needed in an application. There are two
categories of themes:

. Standard Themes: Themes supplied with Oracle Application Express

. Custom Themes: Additional themes available for use. They can be themes created by
workspace administrators for use within a workspace or created by an Instance Administrator,
making it available to all developers across all workspaces in that instance.

Oracle Application Express introduced a highly responsive theme called Universal Theme (Theme
42), which comes with one or more templates for application components, such as reports, forms,
charts, and so on. You can also create a new theme from the beginning and define templates for an
application.

Later in this lesson, you will learn how to create a theme from the beginning.

In this lesson, you also learn more about Universal Theme and how to use the themes and templates
provided with Oracle Application Express.
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Accessing the Themes Page

©
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Repository
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ORACLE’

So, how do you access the Themes page?

1.

2.

To access the Themes page for an application, click Shared Components on the application’s

home page.

Under User Interface, click Themes.

The Themes page displays the themes available for the application. From the Themes page, you can
create a new theme for your application and then switch between those themes. You can also edit a

theme, copy a theme, import or export a theme, and so on by selecting the appropriate option from
the Tasks section.

In the next few slides, you learn how to create, edit, and copy a theme.
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Creating a New Theme | (%)
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Steve wants to give a new look and feel to his application. He wants to first start creating a theme from
the beginning. Let’s see how he does it.

You must first open your application and click the Shared Components icon. On the Shared Components page,
click Themes under User Interface and then perform the following steps:

1. To create a new theme, click Create.

2. Select From Scratch and click Next.

3. Enter the following values and retain the default values in the remaining fields. Then click Create.

" Theme Number: 101 (The theme number is an arbitrary ID and must be unique within your
application)
= Name: Enter My New Theme.

" Identifier: Enter BLUE 101 (the identifier is an arbitrary ID and must be unique within your
application).

" Navigation Type: Select List.
. Navigation Bar Implementation: Select List.
. Description: Enter This is a new theme created from scratch.

4. You can see the new theme My New Theme added to the Themes list.

Note that after you create a new theme from the beginning, you need to define templates for
an application. See “Understanding Template Options” in Oracle Application Express
documentation (https://docs.oracle.com/en/database/oracle/application-
express/19.1/htmdb/understanding-template-options.html#GUID-531DC9F4-0707-45F4-8EA9-
5188A7ED99CB ) to learn more.

In this lesson, you learn more about Universal Theme and how to use the themes and
templates provided with Oracle Application Express.
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Creating a Copy of an Existing Theme
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Now, Steve wonders that instead of creating a theme from the beginning, why not copy an existing
theme and then make necessary changes to it?

Navigate to the Themes page and perform the following steps.
1. Inthe Tasks section, click Copy Theme.

2. Select the theme that you want to copy and enter a Theme ID for the theme. This number

must be 100 or greater to indicate that it is a custom theme. Here Steve selects the following
values:

=  Copy from Theme: Select 42. Universal Theme.
=  Copy to this Theme ID: Enter 105.
Now, click Next.
3. Click Copy Theme.

The theme is now copied successfully, and you can make changes to it. In the next slide, we learn
how you can edit the theme.
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Editing a Theme
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Steve does not want to retain the same Standard page layout for his application page. Instead, he
wants it to be Marque, which creates an expandable and collapsible side column. Let’s see how he
edits and changes the newly copied theme according to his preference.

1.
2.
3.

On the Themes page, click the theme that you want to edit.
The theme properties page opens. You can change the theme properties.

Click the appropriate tab and make changes. In this slide, Steve has changed the Page style
from Standard (used in the Universal Theme — 42) to Marquee. Click Apply Changes to save
your modifications.
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Switching Between Themes Changed Theme (Universal
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Now, Steve wants his application pages to reflect the new style. However, for that he has to switch
the current theme to the newly modified theme. Note that you can switch between the themes
available for an application (that is, those displayed on the Themes page of an application). When
you switch to a new theme, all the components that are assigned a template are assigned to a
corresponding template in the new theme. In the next slide, Steve switches his current theme from
Universal Theme 42 to Universal Theme 105 (which he copied and edited in the previous slides).

Browse the web at

www.project_tracking_corp.com
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Example: Switching Between Themes
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Click the Switch Theme button on the Themes page and perform the following steps:

1. Onthe Themes page, click the Switch Theme button.

2. Select the currently active theme and the theme to switch to from the select list and click Next.

3. Review the compatibility status report and click Next.

- A check mark in the Status column indicates that the mapping was successful.

- A warning indicates that there is more than one template in the theme you are

switching to with the identified class. The warning provides a select list from which to

choose the appropriate template.

- An error indicates that Application Builder was unable to map the class between the

themes. Ensure that a class is identified for the templates in both themes.

4. Click Switch Theme. The new theme becomes the current theme, and all the application

pages reflect the changed current theme.
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Changing the Theme Style
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Can you see the difference in the theme style in the two images in the slide? You know that
Steve has copied a theme from an existing theme, and now he wants to customize the theme
style according to his preference. So, what is a Theme Style? A theme style defines a
Cascading Style Sheet (CSS) that is added to the base CSS to alter the look and feel of an
application. (You will learn more about how to create and apply CSS later in this lesson.)

Here Steve uses theme styles to switch to a different color scheme. Let’s see how he changes the
theme style of an application that is already available in Oracle Application Express, from Vita
to Vista:

Open your application. (Here Steve selects PTS.)

On the Oracle Application Express home page, click App Builder.
Click Shared Components.

Under User Interface, click Themes.

Click Universal Theme - 42 *,

Click the Styles tab and select Vista.

Click the Settings tab and select Yes in the Is Current field.

Click Apply Changes to save the changes.

Click the Run Page icon in the upper-right corner on the Themes page. A rendered version of
page appears. Your application now has a new theme style called Vista.

Note that you can also change the Theme style of your application at run time by using the Theme
Roller. Let’s learn more about Universal Theme and Theme Roller in the next slide.

© © N o g b wDd R
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Builds a highly responsive user interface (Ul)
Is completely list based, does not support tabs
Offers in-built navigation menu with option to
add new entries
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Universal Theme is a responsive, versatile, and customizable user interface for your Application
Express applications. It is designed uniquely for Oracle Application Express to make it easy for
developers to build beautiful, modern applications. It supports Theme Roller, which is a live CSS
editor. The developers can use this function at run time to quickly change the colors, rounded
corners, and other attributes of their applications without touching a line of code.

Note that the Theme Roller option is displayed in the Runtime Developer toolbar only if theme styles
have been defined.

In the next few slides, you will learn how to access and use the Theme Roller to change the
appearance of your application.
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Accessing the Theme Roller
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So, if Steve wants to edit the theme style of his application at run time, the Theme Roller is
his obvious choice. To use Theme Roller:

1. Preview the page by running it. When a developer runs a desktop application, the
Runtime Developer toolbar displays at the bottom of any editable running page.

2. Click Theme Roller on the Runtime Developer toolbar. Theme Roller fetches the styles
for your application and loads them in the editor.
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Customizing Your Theme Style Using Theme Roller
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Steve now starts exploring the functionality of the Theme Roller to customize the theme style and

change the appearance of the pages in his application. He starts with the Projects List View page. To
customize your theme style:

1. Click Theme Roller in the Runtime Developer toolbar.

2. Click Show All to edit the attributes. A Theme Roller editor appears, showing the current theme
style settings. Note that Global Colors region is expanded by default.
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Customizing Your Theme Style Using Theme Roller — Changing
Header
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Remember Steve selected Vita — Slate as the Theme style color a couple of slides back? The
Header Accent under Global Colors shows you the same theme color. Now, he tries changing the
appearance of his application. Let’'s see how.

1. Click Header Accent color under Global Colors.

2. Change the value to #E72A30. You can also directly select red color by clicking the color chart.
In the next slide, he changes the background color.

Oracle Application Express Workshop | 15-17



Customizing Your Theme Style Using Theme Roller — Changing Title
Bar Background
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Now, let’s update the background color of the Title Bar.
1. Expand Containers.

2. Click the Background option next to Title Bar.
3. Enter the value, #20COF1. Notice the color change in the Title Bar background.
In the next slide, Steve updates the navigation colors. Let’'s see how.
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Customizing Your Theme Style Using Theme Roller — Updating
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Let us now update the navigation.

Copyright © 2019, Oracle and/or its affiliates. All rights reserved

1. Expand Navigation.
2. For Selected state, click Background.
3. Enter the value, #1386A09.

Notice the color change for the selected item in the navigation pane.
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Saving Theme er in Theme Roller

<’ Theme Roller \,/X

= Theme Roller

==oc A B ® =[S|[o]c

Style Vita - Slate v Style Vita - Slate (Copy)

Global Colors s Global Colors

Containers -
Containers

Save As
Navigation )
Navigation

Regions Enter a name for the new theme style Success R
egions
Buttons Style Name  Vita - Slate (Copy)

Buttons

Theme style created successfullyl

Forms

Cancel | Save Forms
States

Palette e States

Interactive Reports Palette

Layout Interactive Reports

Custom CSS Layout

V0000 OnOnno

Set as Current

ORACLE’

Now that Steve has changed his theme style, he wants to set the style as the current theme for his
application. Let’s see how.

Custom CSS

Set as Current L Save Save As

1. Click Save As to save the changes.

2. Inthe Save As dialog box, for Style Name, enter New Theme.

3. Click Save. A success dialog box appears. Click OK to exit the dialog box.
4

A dialog box appears to set your current theme. Click Set as Current to apply the custom
theme for your application. A success dialog box appears. Click OK.

Note that you can use the Theme Roller to change the current custom theme style, for
example, the header, background, or navigation colors, back to what it was/or any other color
any time you want.
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Quiz

Which of the following statements are true about themes? (Choose all that apply.)

a.
b.
C.

Workspace themes are available to all developers in the workspace.
You can switch from Universal Theme to a Simple Red theme.

When you switch to a new theme, all the components that are assigned to a template
are assigned to a corresponding template in the new theme.

. You can copy an existing theme and make changes to the copy.

R

ORACLE’

Answer: a, c, d
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Lesson Agenda

* Using Templates
— What Are Templates?
— Types of Templates
— Accessing the Templates Page
— Replacing a Template
— Creating a Copy of an Existing Template
— Editing a Template
— Applying a Template
— Changing the Default Templates for a Theme
— Overriding Application Defaults at the Page Level
— Using Substitution Strings in Templates

ORACLE’
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What Are Templates?

Side
Navigation
Menu Page

Project Tracking System

Employees List View

[ Project Status Report
Buttons
[ Projects List View
Employees Column Tog... . Labels
) Form on EMPLOYEES
Projects Master Report

Project Master Document

Employees Report

ORACLE’

The slide shows an example of a page and the various types of templates associated with the page
(for example, Button or Labels region templates used in the Form) and its components. The templates
used on a page can be accessed from the Shared Components region of the page definition.
Templates define how the pages or the page components of an application are displayed. You can
select templates for your page or page components from the templates available in the application’s
theme. Alternatively, you can customize the look and feel of the application by modifying the existing
templates or creating new templates using HTML and cascading style sheets (CSS).

Templates facilitate the separation of business logic from the user interface. You can focus on the
code for the business logic, whereas the graphic artists can concentrate on the look and feel. The
advantages of using templates are as follows:

»  Multiple components of your application can use the templates.
» Toincorporate any change in the component, a single change to the template is sufficient.
Let’s learn about the different types of templates in the next slide.
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Types of Templates

. ~
Type T= Name Type T= Name ) Application 333 . Shared Components | Templates
Button Icon Region Alert Templates  Subscription Publish Utilization History
Region Blank with Attributes .
Button Text Qv ‘ Go  Actions v
Region Blank with Attributes (No Grid!
Button Text with Icon TyP
Region Type T= Name Type T= Name
Breal
B Regian Region Interactive Report
Type [= b d ST =0 Bres List Badge List
Region .
Page Left Side Column Report Alerts But L Card
Lis ards
Region
Page Left and Right Side Columns Report Badge List Butt|
. Region List Links List
age Login Butt
- - Report Cards
Region i Media List
Page Marquee Butyy List Vedia List
Report Comments
. i . Region R .
Page Minimal (No Navigation) List Menu Bar
_ Region Report Media List
Page Modal Dialog ist Menu Popup
o Region Report Search Results
Page Right Side Column
List Mavigation Bar
Page Standard Report Standard
. R List Side Mavigation Menu
Page Wizard Modal Dialog Report imeline =

ORACLE’

In the previous slide, you saw the label and button regions template associated with the form template
class. Templates are first organized by template type. Oracle Application Express offers nine types of
templates. Each theme comes with one or more template classes for each template type. For
example, a region template can be classified as a form region template, a report region template, and
so on. Here region template is the template type, whereas form region and report region are template
classes.

This slide shows some of the templates available for the Page, Report, Region, and Label types.
Page templates control the appearance of the navigation menu, master detail, modal dialog, and the
page layout. Region templates control the display of region titles, buttons, and so on. Report
templates control the format of the displayed report. The Label, List, Popup, Calendar, Breadcrumb,
and Button templates specify how those respective components should be displayed.

You will learn more about how to access templates page and how to replace, copy, and edit
templates in the next few slides.
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Accessing the Templates Page

User Interface é

User Interface Attributes

Themes
~ .
(1) Application 333 ' Shared Components . Templates @ ®
Templates Subscription Publish utilization History
a~ [l [on [ ere
Type T= Name References Updated Updated By Default Theme Copy
Breadcrumb Breadcrumb 1 12 days ago apex v 42 ©
Breadcrumb Breadcrumb 6 110 minutes ago apex v 105 ©
Button Icon 0 12 days ago apex 42 ©
Button Icon 0 110 minutes ago apex 105
Button Text 1 12 days ago apex v 42 (]
Button Text 12 110 minutes ago apex v 105 ]
Button Text with Icon 0 110 minutes ago apex 105 ©

ORACLE’

To view the Templates page, navigate to the Shared Components page of the application.

Under User Interface, select Templates. The Templates page appears. You can view the default
templates and the referenced templates.

If you are not satisfied with the default template (for example, for a region), you can replace it with the
template you want. Steve does exactly that in the next couple of slides. Let’'s see how.
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Replacing a Template
Project Master Document
. Select the application and click Shared Components. e Exiting
. Under User Interface, select Templates. :U - Template
. For Template Type:
a) User Interface - Select the User Interface. (Here you select Desktop.)
Project Master Document
b) Template Type - Identify the template type to be replaced.
c) Click Next.
A OBreadcrumh
. From the Task list, select Replace Templates.
a) Change From - Select the template you want to change. Project Master Document
b) Change To - Select the template you want to change to. s Rer
c) Click Next. ) Template
. C|ICk FInISh. Want to search anything?
OFrojec( Master Document

ORACLE’

Now, Steve has a requirement that he does not want to use the standard region template that his PTS
application is currently using. Instead, he wants the regions to be collapsible. This way the page will
look less crowded, and he can expand and collapse the regions as and when he wants. You will learn
how he does it in the following slide.
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Example: Replacing a Template

Tasks G G

Replace templates in this

application with templates . [ .
from another application. Template Type

\
Replace Templates

Replace Templates G

Identify Templates

View page template region

position utilization This wizard enables you to update components that use one template with| identify the template you want to replace and the template you want to change to. All template
references for the selected template will be changed

*
User Interface: ® Desktop
Theme Reports

User Interface:  Desktop

*
Replace Templates 2 emplate rpe egon Template Type:  Region
Unsubscribe Temes ‘ Rep|ace Temp|ates * Change From | Standard v
° ° ® * Change To | Collapsible -
Confirm

Press Finish to change all component references of the identified template to the new template. Theme Standard Temp|ate
defaults will not be changed. 5
replaced with
Template Type:  Region CO”apSible
Change From:  Standard Template

Projects Master Report

[] Quick Filters

ORACLE’

Let’'s see how Steve replaces a template for the Region Template Type.

You must first select the application and then click Shared Components. On the Shared
Components page, select Templates under User Interface and then perform the following
steps:

1. From the Task list, select Replace Templates.
2. For Template Type:
» User Interface - Select the user interface. Here you select Desktop.

 Template Type - Identify the template type to be replaced. Here you select
Region.

* Click Next.
3. For Replace Templates:
+ Change From - Select the template (here you select Standard) you want to

change.

+ Change To - Select the template (here you select Collapsible) you want to
change to.

» Click Next.

4. Click Finish. Run the page to see the change in the region display of your application.
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Creating a Copy of an Existing Template

~
G T ) Application 333 | Shared Components
User Interface
Type Name References Updated Updated By  Default Theme  Copy
User Interface Attributes Region Interactive Report 1 42 ©
Source
Template Themes Region Interactive Report 0 5hoursago apex 105 ©
Templates Region Login 0 5hoursago apex 105 )
Region Login 1 42 (a]
Region Standard 1 5hours ago apex v 105 (a]
@ Copy Template x |Regiur\ Standard 17 v » &)
Region Tabs Container 0 5 hours ago apex 105 (a]
Templat: Standard
G Type Updated
e ame  Standard Customized Name References Updated By Default  Theme  Copy
er  STANDARD_CUSTOMIZED
Region Login Copied 2 a)
Tasks
Region Lagin Template  .g apex 105 )
Region Standard 1 5 hours ago apex v 105 a)
Region Standard 17 v 2 m)
m Region Standard Customized 0 ! s:;‘:"ds apex 2 0
Region Tabs Container ] 5 hours ago apex 105 a)

ORACLE’

Now, if you want to change one or a few of the templates supplied by Oracle Application Express, it is
best to copy the template to another name and then modify the copied template. You can then
associate the copied template with the desired page. It is better to copy a template so that you always
have the original template to go back to or use in a different application.

To copy a template, perform the following steps:
1. Onthe Shared Components page, select Templates under User Interface.

2. Onthe Templates page, click the Copy icon for the template that you want to copy. In this
example, you select Region template.

2. Enter New Template Name (for example, Standard Customized). The New Template
Identifier automatically populates the name that you entered for the new template.

3. Click Copy. The copied template appears in the template list. In the slide example, you
created a copy of the Region template.

Note: If you want to create a hew template for use in your application, click the Copy Template icon
for any template that can be found from the current theme’s template list.

Steve finds this feature very helpful; however, although he likes to use this template for his
application, he also wants to add some company-specific text into it. Let's see how he edits this
template to match his requirement.
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Editing a Template

GTVP! 1T

Name References
Region Interactive Report 0
Region Login 1
Region Login 0
Region Standard 1
Region Standard 18
Region Tabs Container 0

Updated

4 hours ago

4 hours ago

4 hours ago

7 minutes ago

4 hours ago

Updated By

apex

apex

apex

apex

apex

Default ~ Theme  Copy

105 ©

ORACLE’

Region Template: 27 of 33

@

Name:  Standard Customized

ShowAll  Name  Subscri. —Templat.. Definiti..  layout  SubRe. JavaScri..
Detiniuon

Template

o] Q e A

<div class="t-Region-buttons t-Region-buttons--top">
<div class="t-Region-buttons-left">#CLOSE#</div>
<div class="t-Region-buttons-right">#CREATE#</div>
</div>
<div class="t-Region-body">

#COPY#

#BODY#

#SUB_REGIONS#

#CHANGE#
</div>
<div class="t-Region-buttons t-Region-buttons--bottom">
<div class="t-Region-buttons-left">#PREVIOUS#</div>
<div class="t-Region-buttons-right">#NEXT#</div>
</div>

<div>

Project Tracking Corporation Confidential - Internal Only
divol

<fdiv>
</div>

Cancel

Cascadi..

PSS Apply Changes

Display ..

Comme...  Substitu...

&V

Steve now wants to add some company-specific text or style into the copied template by performing

the following steps:

1. Onthe Templates page, click the name of the template to modify. Here he selects Standard

Customized.

2. Modify the definition of the template and click Apply Changes.
In this example, he adds the text Project Tracking Corporation Confidential -
Internal Only atthe bottom of the page.

Note: You cannot edit any templates provided with Application Express. However, you can modify the

templates that are created by copying from an existing template.
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Applying a Template

1. Open the page where you want to apply
the new template in Page Designer view.

2. For the region to which you want to apply
a new template, click the Region node
under page rendering tree.

3. In the property editor, locate Appearance.

4. Select the new template from the
Template drop-down list and click the
“Save and Run” icon.

ORACLE’

Breadcrumb

Home ' Employees Report

Employee
Id

&z 521
3 522
3 524

First
Name

Miller

Saya

Steve

Last
Name Email

Before
applying new
Template

el@pts.com

Breadcrumb

Employee
1d

(4 521
©Z 522
&z 524

Home ' Employees Report

First
Name

Miller

saya

Steve

Last
Name Email

Emanuel  miller.emanuel@pts.com

After applying
new Template

Project Tracking Corporation Confidential - Internal

JRACLE.COM

Now that Steve has edited the template and added the company-specific text into the copied
template definition, he has to apply it to the region where he wants it to reflect in his application. He

chooses the Employees Report to display this text.
You will learn how he does it in the next slide.
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Example: Applying a Template

G Page 10: Employees Report

> Pre-Rendering
v Regions
v Breadcrumb Ba
v Breadcrumb
Attributes

“ Content Body
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v Region Buttons

| CREATE

| ] session_Demo

@ Region

Appearance
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Template Options

CSS Classes

Icon

Appearance
Template
Template Options
€SS Classes
Icon

Item Display
Position

Item Display
Position

COnapSIoIE
Content Block
Q Filter Hero
Inline Dial
v s niine Dialog
Inline Popu
Column Css pup
Classes Interactive Report
Column Attributes | 209"
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v

Tahs Container
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Use Template Defaults, Scroll -
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<

Above Content
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Above Content

v

>

ORACLE’

D D D D5 Wl

0D @

Breadcrumb

Home

Employee

1d
@ 521
4 522
Z 524
<

Project Tracking System

Employees Report

First

Last

Name Name Email

Miller Emanuel milleremanuel@pts.com
Saya Ghosh Saya@oracle

Steve Jobs STEVEJOBS@ORACLE.COM

Project Tracking Corporation Confidential - Internal

Phone
Number

3157862406

3243245

5678686453

Mobile
Number

2321213333

4354645

198798308

Let's see how Steve applies the edited template to the Employees Report region:

1. Open the Employees Report in the Page Designer view. Click the Region node under page
rendering tree. Here, he selects Report 1.

2. Locate Appearance in the property editor. Select the new template from the Template drop-

down list. Here he selects Standard Customized. He had copied and edited this template

earlier.

3. Click the Save and Run icon. The Employees Report displays the changed template definition.
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Changing Default Templates in a Theme

1. Navigate to application’s Shared
Components.

2. Click Themes under User Interface.

3. Click the name of the theme that you
want to edit.

4. Click the Component Defaults tab
and change the template defaults as
required.

ORACLE’

Before changing the default
theme — standard

= Project Tracking System

Project Status Report

Actionitem

£ apex ¥ Help

Project Status Report

Actionitem
Actionitem

Assigned  Actionitem  Actionjs conitem
Created By T =

o Name D Status

Employees Column Toggle

501 601 s04 50 i
After changing default theme.
This new theme has a column on the o
right and a Marquee to expand and
collapse the column on the right.

Projects Master Report 102

ument

Projects M:

[ employees List View

Milest
Yn

v

Steve is not too pleased with the standard default theme style and, therefore, wants to change his
default theme to give his pages a new look and feel. Interestingly, he can change the default
templates for each type of template in a theme, for example, page, navigation menu, navigation bar,
and so on. He wants to start with changing the default standard theme of his page template. In the

next slide, let’'s see how.
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Example: Changing Default Templates in a Theme

Qv Go | 83 B ActionsV . >
Project Status Report
Is
Number User Universal Is Subscribed Actionitem
Name Interface Theme Current From Actionitem Actionitem L Actioni Actioni - Milest
A
— Id  Project  Created By To  Name Description Status  Yn
Universal @
42| Theme- | Desktop] Theme .
o
42+ ;
601 504 503 fr/a"(d‘“'o" CD?':.'IQ 02 ¥
My New Show All Name  ThemeSu.. JavaScript.. Compone.. RegionD.. Dialog De s validation
101 Theme - Desktop) testing
101
Component Defaults Design I:;t‘;“’d’“[:ﬂw’
602 518 508  Document design 101y
Specify component defaults by component type. Creation document
page | Standard ~
- Select Template -

Navigation Bar List | | ¢ cide Column
. . X Left and Right Side Columns
Navigation Menu List Position
Login
Navigation Menu List (Top) | Marquee
Minimal (No Navigation)
Navigation Menu List (Side) | Modal Dialog

Right Side Column
Login Page

Standard

Error Page W'\Eard Modal Dialog

ORACLE’

To change the default template in a theme, navigate to the application’s shared components and click
Themes under User Interface.

1. Click the name of the theme that you want to edit. Here Steve selects Universal Theme — 42*,

2. Click the Component Defaults tab. Because he wants to change the default theme Standard
for his Page component type, he selects Right Side Column (to give it a new look and feel, or if
he wants, he can later create some quick links too in that area). Note that you can also change
a region’s defaults on the Region Defaults tab. Click Apply Changes.

The new default page template reflects in all the pages of your application. Here you see the change
in appearance on the Home page and the Employees Report page.
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Overriding Application Defaults at the Page Level

™

i=] % 2
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> Pre-Rendering
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> Columns
Attributes
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CREATE
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Page Template Theme Default

Template Options
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Media Type
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ORACLE’

Now, there may be situations where you have defined an application-level default template; however,

Appearance
User Interface

Page Mode

Desktop

Normal

Page Template

Left and Right Side Columns |

Template Options
CSS Classes

Media Type

Use Template Default

Project Tracking System

= Project Tracking System

Project Status Report

Actionit

Retioniterm ned  Act
I Project  Created By To  Mami
o ., validas
o 01 04 s o
Desigr
[E4 [ 60z 510 5 Document
B ape
»
Project Status Report
nnnnnnnnnn rea acti
aject iy descs

for a particular page, you want to use a different template. For example, you can specify a page
template default to be Left Side Column, but for a specific page, you want to use Left and Right Side
Columns. To specify the page-level template, perform the following steps:

1. Navigate to the page definition in Page Designer view and click the page node under the page

rendering tree view. The page properties will open in its Property Editor.
2. Locate Appearance in the Property Editor and select Left and Right Side Columns for the

Page Template from the drop-down list.
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Using Substitution Strings in Templates

<meta o e - ">
ﬂilfl&ilé)
#APEX C(S5#

#THEME CSS#

#TEMPLATE CSS#

#THEME STYLE (SS#
#APPLICATION CSS#

#PAGE_CSS#
#FAVICONS#
#HEAD#

r'r:eta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.@, user-scalable=no"/>

</head>

(bo% class="t-PageBody t-PageBody--showLeft t-PageBody--hideActions no-anim #PAGE CSS_CLASSES#" #ONLOAD# id="t PageBody">
#FORM_OPEN#

<header class="t-Header" id="t Header">

Name: | Region (With Title) : = cooc| B ]

Definition Layout

«div id="#REGION STATIC_ID#" class="#REGIOW_(SS_CLASSES#" data-theme="b" #REGION_ATTRIBUTES#>

$EDIT#

ORACLE’

Now, Steve wants to add the company logo into his application. He was contemplating the best way
to reference an uploaded image in his application or for any particular application page. Application
Express provides substitution strings that you can use to dynamically reference image, region, title,
body, and so on in your application.

In the above example, #TITLE# is a substitution string that is replaced with the title text at run time.
Following are the properties of a substitution string:

* Is a defined character string

* Isreplaced by an object at run time

* Must be in uppercase

* Begins and ends with a pound (#) symbol

Another example: In a region template, the #TITLE# substitution string is replaced with the title of the
region, and the #BODY# substitution string is replaced with the region source at run time. The region
source can be static HTML, a report, or form fields. At run time, the Oracle Application Express
engine replaces these strings with values, other objects, or null values.

For more information, see Oracle Application Express documentation on Using Substitution Strings
(https://docs.oracle.com/en/database/oracle/application-express/19.1/htmdb/understanding-
substitution-strings.html#GUID-A896A94B-DF69-4D53-B422-3256 CO9AE464).

Note that, in later slides (while working on files), you will be using substitution strings to reference an
image on your application pages.
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Lesson Agenda

*  Working with Files
— Uploading a Cascading Style Sheet
— Referencing Cascading Style Sheets
— Uploading an Image
— Using the Uploaded Image

ORACLE’
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Uploading a Cascading Style Sheet

G Files @Q v Go Reset  Delete All Files
i o ) 88 | BB ActionsVv Download as Zip | IVEEE T
Static Application Files |
Static Workpace Files File Name Mime Type File Size Reference File
app-icon.css text/css 177 #APP_IMAGES#app-icon.css Download
app-icon.svg image/svg-+xml KB #APP_IMAGES#app-icon.svg Download
@ Upload Static Application File(s) x
1-2
Use this page to associate files like ima S5 or Javascript files with your application. To associate a
file with your application, select the file{s), and click Upload. File(s) uploadied. X
Qv | | Go Reset  Delete All Files
o i 85 EB  Actionsv Download as Zip  [TSEEEL9

File Name T

Mime Type

File Size

Reference

File

apexstyle.css

text/css

105

#APP_IMAGES#apexstyle.css

Duwn\oadl

app-icon.css

app-icon.svg

text/css

image/svg-+xml

177

2KB

#APP_IMAGES#app-icon.css

#APP_IMAGES#app-icon.svg

Download
Download

1-3
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In the previous slides, you learned that you can create a custom theme by modifying existing
templates. After you have created one or more default templates, you can modify those templates to
fit your specific needs. This is where a cascading style sheet (CSS) comes in. CSS provides a way to
control the style of a web page without changing its structure. A CSS separates visual attributes,
such as color, margins, and fonts, from the structure of the HTML document.

Oracle Application Express includes themes that contain templates that reference their own CSS.
The style rules defined in each CSS for a particular theme also determine the way reports and
regions are displayed.

Steve has a cascading style sheet for his theme style, which he wants to reference while
enhancing the look of his application’s Help region. But before he references the CSS in his
application, he has to upload the file. Let's see how:

To upload a CSS, navigate to the Shared Components page of the application and perform
the following steps:

1. Under Files, click Static Application Files.
2. Click Upload File.
3. Choose the file, which has to be uploaded. Browse for the . css file and click Upload.
The file is uploaded successfully.
In the next slide, you will learn how he references this file on his application page.
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Referencing a Cascading Style Sheet
@ + v %v &b Save

G = 4 Ca & Enter the E

e I _ Cascading Style

= =" Sheet File URL to page

e
> Pre-Rendering C{ Filte v
v fegons The page looks A
v Content Body like this now. css
Help
> Post-Rendering File URLs ]
I#APPJMGES#M.;\;Q

[ Welcome!

Reference a style

Project Status Report @ from style sheet.
Want to search anything? Hel
9 Projects List View P
Browse the web at
T Employees Column Tog... [ A R Help Text 2]

<span class="bigblue">This page provides information related to

Projects Master Report
Project Management.</span>

Help

This page provides information related to Project Management.

You can reference an uploaded CSS by modifying the page attributes. Perform the following steps:

1. Inthe page definition of the page, select the page from the Rendering pane. In this example,
Steve selects Page 17: Help (screenshot 1).

2. Inthe Property Editor, scroll down to the CSS subsection. In the File URLSs field, enter the
reference #APP IMAGES#apexstyle.css (screenshot 2). This is the reference of the

uploaded file.

3. Enclose the text where you would like to apply the CSS with the <span> tag. In this example,
the CSS “bigblue” is applied to the Help text (screenshot 3).

4. Save and run the page. You will notice the change.
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Uploading an Image

To upload an image, navigate to the Shared Components page and perform
the steps listed on the notes page.

Files Qv |\

@

Go Reset Delete All Files

98 | BB ActionsV Download as Zip Upload File >
File Name T= Mime Type File Size Reference File 6

Static Application Files
Static Workspace Files

apexstyle.css text/css 105  #APP_IMAGES#apexstyle.css Download
app-icon.css text/css 177 #APP_IMAGES#app-icon.css Download
app-icon.svg image/svg+xml 2KB  #APP_IMAGES#app-icon.svg Download
6 Upload Static Application File(s) ]
6 /" File(s) uploaded. | X
s this pag iles like images, CSS or Javascript files with your application. To associate
afile select the file(s), and click Upload.
Qv | | Go Reset  Delete All Files

iciory
88 | B8 Actionsv Download as Zip Upload File >

File Name 7= Mime Type File Size Reference File
- File Character Set Unicode UTF-8
apexstyle.css text/css 105  #APP_IMAGES#apexstyle.css Download
* Unzip File Yes  hio

app-icon.css text/css 177 #APP_IMAGES#app-icon.css Download
app-icon.svg image/svg-+xml 2KB  #APP_IMAGES#app-icon.svg Download
pts_logo.png image/png 11KB  #APP_IMAGES#pts_logo.png Download

1-4

ORACLE Copyright © 2019, Oracle and/or its affiliates. All rights reserved.

Steve now wants to upload an image (PTS logo) that he wants to reference in his application.

To upload an image, navigate to the Shared Components page of the application and perform
the following steps:

1. Under Files, click Static Application Files.
2. Click Upload File.
3. Browse for the image file and click Upload. The file is uploaded successfully.

You can copy the reference of the file #APP IMAGES#pts logo.png. In the next slide,
Steve is going to reference to this image (this is where the substitution string that you learned

in an earlier slide come in), because he wants the company logo to appear on all the pages
of his application. Let’'s see how in the next slide.
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Example: Using an Uploaded Image

Application 333 - Project Tracking System

Run Application Supporting Objects ~ Shared Components

Utilities

| Edit Application Properties

Application 333
Show Al

Logo

User Interface

Logo

logo Type: @ Image

O Text

ZAPP_IMAGES#pts_logo.png

Logo Attributes

LLLLLL

ance

Project Tracking System

15-MAY-19 06.33.05.539279 AM

Welcome!

Want to search anything?

ORACLE’

You can use the images uploaded to a workspace on application pages or as a logo for the

View Debug X% Debug () Pageinfo (R} Quick kit 5 Theme Roller £33

application. To specify the uploaded image as a logo for the application:

1. Click the Edit Application Properties button on the application home page.

2. Select User Interface and click the Logo tab. Specify the image name in the Logo field.
Remember you copied the reference of the file that you uploaded in the previous slide? Steve

enters that here: #APP IMAGES#pts_ logo.png

Note: You can get the image file details from the Reference column on the Files report under Shared
Components > Files > Static Application Files or Workspace Application Files depending on

whether the image is uploaded as an application file or as a workspace file.

In the next slide, you learn how to use an image on an application page. (Here Steve chooses the

Employees Report page.)
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Example: Using an Uploaded Image
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ORACLE’

To reference an image on application pages, you can use one of the following substitution strings:
*  #APP IMAGES# is used when the uploaded image is specific to the given application.

*  #WORKSPACE IMAGES# is used when the uploaded image is shared among various
applications in the given workspace.

* #IMAGE PREFIX# is used when you want to point to the images directory distributed with
Oracle Application Express.

In the example in the slide, you see that Steve has added the company logo into the Employees
Report Footer. You know that Steve has already uploaded the PTS logo; he is how going to reference
to this image. Let’s see how.

1. Open Employees Report in Page Designer view. Select Report 1.

2. Inthe Properties Editor, go to the Header and Footer attribute. Enter the following for the
Footer Text: <img src= “#APP IMAGES#pts logo.png”> </img>

3. Save and run the page. You can see the PTS logo appearing as a Footer on the Employees
Report page.
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Quiz

Which substitution string would you use to upload a CSS that is associated with a specific
workspace?

a. #IMAGE PREFIX#
b. #APP IMAGES#
C. #WORKSPACE IMAGES#

l\[

Answer: c
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Practice 15 Overview: Working with Themes, Templates, and Files

This practice covers the following topics:

* Creating a theme from the scratch

+ Copying, editing, and switching theme

+ Editing templates

* Uploading a CSS and applying to a template

ORACLE’
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Summary

In this lesson, you should have learned how to:
* Define themes and their uses

+ Create a new theme

+ Copy atheme

+ Edit a theme

+ Switch to a different theme

* Explain Universal Theme and Theme Roller
* Use Theme Roller to change the theme style
+ Define templates and their uses

* View existing templates

* Create, copy, edit, and replace a template

* Upload and use a cascading style sheet and an image

ORACLE’

This lesson provided an overview of the themes and the page, region, report, and other templates in
Oracle Application Express.
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Steve Implements Security in the Application

{ ]! ‘ I Authorization Scheme ’

N

/ |

\ A M Configure Authentication ,
\

1

\ Secure the Application

| v

ORACLE’

Steve is now concerned about the security of the PTS application. He is exploring various features
available in Oracle Application Express that can help him in securing the application. He knows that
once the PTS application is available for use, there will be multiple users like project managers,
developers, and team members who would be using the varied features on a regular basis.
Therefore, he wants to be careful about giving access to different pages of the application for different
users. And with that in mind, he plans to add security features, such as authentication and
authorization for various levels of users, to make the application secure, before it is made available in
the production server.
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You Are Here in This Course

Lesson 1: Course Overview
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Unit 1: Getting Started with That Aid Navigation
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Navigation

Unit 4: Enhancing Your Web
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This slide is a graphical depiction of the course, particularly highlighting Unit 3 - Lesson 16, which is
dealt with in these slides.
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Objectives

After completing this lesson, you should be able to:

+ List the different ways to secure your application

+ Differentiate between authentication and authorization

« Create an authentication scheme for your application

* Create an authorization scheme by using Access Control
* Enable and configure Session State Protection

ORACLE’

This lesson shows you how to implement security for an application by using the security features of
Oracle Application Express. You learn the difference between authentication and authorization. You
also learn how to enable Session State Protection in your application to prevent hackers tampering
with the URLs within the application.
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Lesson Agenda

« Securing an Application
— Overview
— Accessing the Security Tasks

* Using Authentication Schemes
» Using Authorization Schemes

* Using Session State Protection

ORACLE Copyright © 2019, Oracle and/or its affiliates. All rights reserved.
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Securing an Application: Overview
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ORACLE

As you know, Steve wants to ensure that only authorized users can access the PTS application and,
most importantly, have rights to access certain pages in his application. For example, he wants to
give a Reader access (only read privilege) to the Project Status Report page but wants to give
Contributor access (with edit and read privileges) on the Project Members form page.

Oracle Application Express enables you to secure your application using the following methods:

+ Authentication: Use this method to confirm user credentials before allowing access to the
application. This is done through a login page. The user can view any component of the
application only if the login succeeds.

Authorization: Use this method to restrict access to specific pages, components (for example,
forms, reports, or items), or to a particular column in a report. Only privileged users can access
these components.

+ Session State Protection: Use this method to prevent users from tampering with the URLSs.

In later slides, you will learn how to use each of these security methods. But let’s first start with how to
access these security tasks from your application’s home page.
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Accessing Security Tasks

—
1) Application 333 ®

Application 333 - Project Tracking System Edit Application Properties

©] 5] ]

Run Application Supporting Objects Shared Components Utilities Export / Import

Security

Security Attributes

Authentication Schemes

Authorization Schemes
Application Access Control
Session State Protection

Web Credentials

ORACLE’

To create security mechanisms for an application, navigate to the Shared Components page and
click the appropriate link in the Security list.

In the next few slides, you will learn how to use these methods to secure your application.
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Lesson Agenda }

* Using Authentication Schemes

Using Authentication
Accessing Authentication Schemes Page
Using Preconfigured Schemes

— Examples: Preconfigured Authentication Schemes
Creating Authentication Based on Preconfigured Schemes
Copying an Authentication Scheme

ORACLE’
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Using Authentication

Credentials Access
Invalid DENIED
ol Credentials Access
Valid GRANTED
User accesses the Application

application and is Express validates
prompted to log in. the credentials.

App_User value stored

ORACLE’

See the Access Denied and Access Granted options in the slide. When your application uses an
authentication scheme, Oracle Application Express prompts each user for a username and password
when the user tries to log in. The credentials are evaluated, and accordingly, the user is allowed or
denied access to the application. After a user is identified, the Oracle Application Express engine
keeps track of the user by setting the value of APP USER. APP_USER is a built-in variable
representing the current user running the application. The Oracle Application Express engine uses
APP_USER to track each user’s session state.

In the next slide, let's see how to access the authentication page for your application.
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Accessing Authentication Schemes Page
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There are no subscribers to this authentication scheme

ORACLE’

The slide shows two different login screens on the left. The one on top displays a login page
prompting you for a username and password. You must enter the user credentials created by using
Oracle Application Express for this application. And the one below shows another authentication
scheme where the user just needs to enter the username to log in to the application.

The Application Express Authentication scheme enables access to users created in Application
Express. The Authentication Schemes page displays the authentication schemes available for an
application.

To access the Authentication Schemes page, click the Authentication Schemes link under Security
on the Shared Components page of the application (screenshot 1). The scheme that is current for the
application is appended with the word “Current” (screenshot 2). You can create more than one
authentication scheme for an application, but only one scheme can be current. Click the link on the
row to view details about the current authentication scheme for an application (screenshot 3).

Note that if you choose not to authenticate your application, Oracle Application Express does not
check user credentials. In that case, all the pages of your application are accessible to all users.

In Oracle Application Express, you can create authentication by:
* Using one of the preconfigured schemes

+  Copying an authentication scheme from the same application or from a different application
and then modifying the settings as needed

In this lesson, you learn to create authentication by using these two methods.
Let’s now start learning about preconfigured schemes provided by Oracle Application Express.
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Using Preconfigured Authentication Schemes
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Oracle Application Express provides some common, pretested authentication schemes (see the slide)
that you can choose while creating an authentication scheme. When you create an authentication
scheme from the Oracle Application Express gallery, you can select a preconfigured authentication
scheme, which follows a standard behavior for authentication and session management. Note that if
you create a new authentication scheme, it automatically becomes the current authentication scheme
for the selected application.

In the next slide, you see some examples of the preconfigured authentication schemes provided by
Oracle Application Express.
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Examples: Preconfigured Authentication Schemes
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ORACLE’

For information about all preconfigured authentication schemes that are provided by Oracle
Application Express, see “Understanding Preconfigured Authentication Schemes”
(https://docs.oracle.com/en/database/oracle/application-express/19.1/htmdb/establishing-user-
identity-through-authentication.html#GUID-CD382D4A-AC00-4185-B37F-9A5BC9417A7B).

Note that you will learn more about Social Sign-In Authentication scheme in Advanced Workshop of
Oracle Application Express (WS II).

In the next slide, Steve creates a new authentication scheme for his application, using one of the
above preconfigured schemes provided by Oracle Application Express. Let’s see how.
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Example: Creating Authentication Based on Preconfigured Schemes
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Now, Steve wants to create an authentication scheme for his application, and he chooses Open Door
Credentials as the preconfigured scheme. The Open Door Credentials enable anyone to access your
application using a built-in login page that captures a username. This authentication scheme is mostly
useful during application development. Steve feels that an authorized username would be enough,
and the authenticated user does not need to enter the password every time he or she logs in to the
application. Let’s see how he does it.

1. Select Shared Components from your application’s home page (screenshot 1).
2. Under Security, select Authentication Schemes (screenshot 2).

3. Onthe Authentication Schemes page, click the Create button (screenshot 3).
4

On the Create Authentication Scheme page, select Based on a pre-configured scheme
from the gallery and click Next (screenshot 4).

5. Select the Open Door Credentials scheme. Enter a name for the new authentication scheme
and click Create Authentication Scheme (screenshot 5).

6. The authentication scheme is created successfully and is appended as Current. The new
scheme becomes the current authentication scheme for your application.

7. Run the application, and it prompts you with the Open Door Credentials to log in. You will see
that you no longer get the Oracle Application Express login page but a login page asking just
for your username.
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Copying an Authentication Scheme
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Steve is wondering what if instead of creating a new authentication scheme, he copies an
authentication scheme from his application or any other application in his workspace and uses it to
authenticate his application? He can then edit the copied scheme and change the name and other
settings to meet his application requirements. Let’s see how he does it.

1. Onthe Authentication Schemes page, click the Create button (screenshot 1).

2. Select As a copy of an existing authentication scheme and click Next (screenshot 2).

3. Select the application from which you want to copy the scheme and click Next (screenshot 3).
4

The schemes existing in the selected application are listed. Select Yes for the scheme that
you want to copy. The Copy and Subscribe option copies the authentication scheme to your
application, and you can refresh it periodically to retrieve the latest changes. Click Copy
Scheme to copy the scheme (screenshot 4).

The copied authentication scheme is now displayed in the list of authentication schemes
(screenshot 5).
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Quiz

Which authentication scheme uses the built-in users created by a workspace administrator
within the workspace where the application is installed?

a. Open Door Credentials

b. Database Account Credentials

. Oracle Application Express Credentials
d. LDAP Credentials

o

| D> N

Answer: c

Oracle Application Express Workshop | 16 - 15



Practice 16-1 Overview: Creating an Authentication Scheme

This practice covers the following topics:
» Creating an authentication scheme
+ Switching the current authentication scheme to Application Express

ORACLE’
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Lesson Agenda

* Using Authorization Schemes
— Where Can You Implement Authorization?
— Methods to Implement Authorization
— Creating an Authorization Scheme from the Scratch
— Creating Users and Roles
— Creating an Access Control Page
— Setting Access Control Mode
— Creating Access Control List
— Applying an Authorization Scheme

ORACLE’
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Using Authorization
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In the slide, you see two users: the Administrator user and Team Member. The Administrator user
has Administrator rights with access to the Admin page of the application. That is, he or she has the
authorization to be an administrator, contributor, as well as a reader. However, on the other hand, the
Team Member is authorized to have only reader rights. That is, he or she can just view the
application but cannot contribute or edit the application.

Authorization, therefore, is a broad term for controlling access to resources based on user
privileges. Let’s learn more about this in the next few slides.
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Where Can You Implement Authorization?
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‘ Item, such as a button or a text field

‘ Column in a report

ORACLE’

Authorization controls access to resources within the application. Authorizations are implemented by
using authorization schemes. You can specify an authorization scheme for an entire application, a
page, or specific components such as a region, an item, a button, or a column of a report. If the
component-level authorization succeeds, the user can view the component. If the application-level or
page-level authorization fails, Oracle Application Express displays a predefined message “insufficient
privileges.”

You first define the authorization scheme and then associate it with any component in your
application.

You can view and modify the authorization schemes associated with a page from the Security node
in the Shared Components column on the Page Definition page. You will learn how to in the next
few slides.

Oracle Application Express Workshop | 16 - 19



Methods to Implement Authorization

Two ways to create and implement an authorization scheme: 1) Appliation 333 Shared Componerts
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— Apply the authorization scheme to application ik
components.

Access Control

ORACLE’

There are two ways to create and apply an authorization scheme to an application and its
components:

*  You can create an authorization scheme from the beginning or from an existing scheme from
the Shared Components page of an application.

. You can also create an authorization scheme through an Access Control page, which
automates the step of creating the authorization schemes. The Access Control page enables
you to set the Access Control mode to restricted access, if any, that the application should
have. The Access Control page also enables you to define each user and the access that
the user should have. You can also apply the authorization scheme to various application
components.

You will learn about these in detail in the next few slides.
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Creating an Authorization Scheme from the Scratch
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You learned in an earlier slide that you can create an authorization scheme from scratch or copy an
existing authorization scheme and then customize it. Steve now wants to create a new authorization
scheme, which he wants to apply in his application. Let’s see how. To create a new authorization
scheme from scratch, navigate to the Shared Components page and perform the following steps:

1.
2. Onthe
3.

4. Specify

In the Security section, click Authorization Schemes (screenshot 1).

Authorization Schemes page, click the Create button (screenshot 2).

Select From Scratch and click Next (screenshot 3).

the following details and click Create Authorization Scheme (screenshot 4).
Enter a name for the scheme (for example, Admin Access)

Select a scheme type that defines how the scheme will be applied. In this example,
Steve selects Value of Item in Expression 1 Equals Expression 2. This means
whatever value you enter in the Item (that is, in Expression 1) is compared to the value
specified in Expression 2. The authorization succeeds if the item's value equals the
authorization value.

Enter ltem as APP USER. Here APP_USER works as session variables and holds the
value of user ID with which you log in to the application.

Enter the Value as APEX ADMIN.
Enter the error text to be displayed when the authorization scheme fails.

Specify whether the authorization scheme must be evaluated once per session or once
per page view. Authorization schemes are evaluated on first use in a session. Here
Steve selects Once per session, which means the evaluation will happen only once
and always use the memorized result afterwards.

Oracle Application Express Workshop | 16 - 21



For more information, see Creating and Editing an Authorization Scheme
(https://docs.oracle.com/en/database/oracle/application-express/19.1/htmdb/providing-security-
through-authorization.html#GUID-439E713B-7238-48D6-BESA-A6D38137F694).

In the next few slides, you will learn how to create an Access Control page and add users to the
Control List. However, let’s start with creating users, and then we will assign their respective
privileges.
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Creating Users with Roles — Example: Create User 1
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Steve now starts with his requirement of creating users and assigning them their respective
privileges. He first creates a user for the manager, and then he creates another one for the team
member. Let’s see how:

1. Click the Administration icon on the Navigation Bar (top right of Home Page) and click
Manage Users and Groups (screenshot 1).

2. Onthe Manage Users and Groups page, click Create User (screenshot 2).

Enter the following values (screenshot 3):
. Username: Enter mgril.
. Email Address: Enter mgrl1@xyz.com.

. Default Schema: Select PTS.

. User is aworkspace administrator: Select No.

. User is a developer: Select Yes.

. Password & confirm password: Enter ****,

. Require change of password on first use: Select No.

4. Click Create and Create Another to create another new user (screenshot 4). This is because
Steve wants to create another user for the team member. Let's see how in the next slide.
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Creating Users with Roles — Example: Create User 2
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ORACLE’

5. Enter the following values (screenshot 5) and click Create User (screenshot 6):
+ Username: Enter memberl.

 Email Address: Enter member1@xyz.com.
« Default Schema: Select PTS.

» Useris aworkspace administrator: Select No.
» Useris adeveloper: Select No.
+ Password & confirm password: Enter *******,
* Require change of password on first use: Select No.
You can see that the two users are now available for the current workspace (screenshot 7):
. mgrl as Developer
. memberl as End User (that is, the Team Member)

In the next slide, you will be creating an Access Control page and later assign users (that you just
created) to the Access Control List. Let’'s see how.
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Creating an Access Control Page
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ORACLE’

Steve first creates an Access Control page. He will later use this page to set the access control
mode to restricted access, define the users who can access the application, and specify privileges for
each user. Let’s see how he creates an Access Control page for his application.
Navigate to the application home page and click Create Page and then perform the following steps:
1. Click the Feature tab and then select Access Control (screenshot 1).
2. Onthe Create Access Control Pages page, enter the following values and click Next
(screenshot 2):
- Starting Page Number: Enter 10010.
- Administration Page Reference: Select Create a new page.
- Administration Page Number: Enter 210000.
- Administration Page Name: Enter Access Control Administration.

- Administration Page Navigation Preference: Select Create a new navigation
menu entry.

- New Navigation Menu Entry Name: Enter Admin.
- Parent Navigation Menu Entry: Select: -No parent selected -.

. The Create Access Control Pages - Confirmation page appears. Review the details and
click Create (screenshot 3). A new Access Control administration page is created.

. Click the Run icon to load the page. Enter login details and click Login.

. The Access Control Administration page is now successfully created for the PTS application
and is displayed with the message “Only users defined in the application access control list
may access this application.”

Because Steve is also the application administrator, he now wants to set Access Control mode to
restricted users such that only the users defined in the Access Control List have access to the
application. Let’'s see how in the next slide.
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Setting Access Control Mode
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ORACLE’

To set Access Control mode to restricted users:

1. Click the Access Control link on the Admin page.

2. Onthe Configure Access Control modal page, for Any authenticated user may access
this application, select No. This is because Steve wants to grant access only to the
users defined in the Access Control list and not to all authenticated users. Click Apply

Changes.

3. A message will be displayed as Access Control settings saved.

The Access Control mode is now set to restricted users (defined in the Access Control List). Steve
will now start adding users (that he created in the previous slides) to the Access Control List. Let’s

see how in the next slide.
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Creating Access Control List
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As an application administrator, Steve now adds the users to the Access Control List. He can define
what type of access he wants the users to have. The options are:

. Reader: User can view the application, but cannot edit the content.
. Contributor: User can view and edit content.

. Administrator: User can view and edit content, and also edit and manage the Access Control
List.

To add users and assign privileges to those users in Access Control List, perform the following steps:
1. Click Users on the Access Control Administration Page.

2.  Onthe Manage User Access page, click Add User for each user you want to create. Enter
the following values and click Add User:

- Username: Enter mgr1.
- Roles: Select Contributor.
- Username: Enter memberl.
- Roles: Select Reader.
. You can also add another user for apex with the Administrator privilege.
. See three new users with their corresponding roles (privileges) listed as shown below:

apex Administrator
mgrl Contributor
memberl Reader
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In the next couple of slides, you will define authorization schemes to an application, to a page in the
application, and also to a column in a report and see how each user defined in Access Control List
has different access privileges.
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Applying an Authorization Scheme to an Application
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ORACLE’

To apply an authorization scheme to an entire application, navigate to the application home page and
perform the following steps:

1. Click the Edit Application Properties button.
2. Click the Security tab.

3. Click the Authorization tab. Select an authorization scheme from the Authorization Scheme
drop-down list and click Apply Changes. The authorization scheme is applied to your
application.

In the next slide, you learn how to apply an authorization scheme to a page in the application.
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Applying an Authorization Scheme to a Page
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Now, instead of applying the same authorization scheme to all the pages of the application, Steve
wants to apply different authorization schemes to different pages in his application. For example, he
wants all the users defined in the Access Control List to have access to view the Project Status
Report, but not everyone can have the edit rights on this page. Let’'s see how he does it.

1.

Ca

Security

Authorization
Scheme

Authentication
Rejoin Sessions
Deep Linking

Page Access
Protection

Form Auto
Complete

Browser Cache

Reader Rights v

- Select -

Administration Rights
Contribution Rights
Reader Rights

Must Not Be Public User
{Not Administration Rights}

{Not Contribution Rights}

{Not Reader Rights}

GProject Status Report

want to search anything?

Project Tracking System

2 memberl

Navigate to the page definition of the page to which the authorization scheme must be
attached. In the Rendering pane, select the page name. Here, Steve selects Project Status
Report (screenshot 1).

In the Property Editor, scroll down to the Security tab and select a scheme from the
Authorization Scheme drop-down list. Steve selects Reader Rights (screenshot 2).

Save and run the page.

Now, log in with user details of the member1 user (screenshot 3). You can display the
Projects Status Report because Steve has selected Reader Rights as the authorization

scheme for this page (screenshot 4).
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Applying an Authorization Scheme to a Column in a Report
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ORACLE’

Now Steve wants to go a step ahead and decides to give restricted access to the Address column of
his Employees Report. This is mainly because he wants only the managers to get the edit rights for
creating or updating an employee’s address details. Let's see how he applies an authorization
scheme to a column in a report:

1. Navigate to the page definition of the page that contains the report. In the Rendering pane,
select the column in the report where you want to apply the authorization scheme. In this slide
example, Steve selects the ADDRESS column. This is because Steve wants the address to be

a private column and not accessible to all the users.

2. Inthe Property Editor pane, scroll down to the Security tab and select a scheme from the
Authorization Scheme drop-down list. Because Steve wants to give edit rights for this
column only to the managers, he selects Contribution Rights. Click Save.

3. Now, log in with the Team Member’s user details (member1) and try accessing the
Employees Report.

See the next slide to view the report.
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Example: Applying an Authorization Scheme to a Column in a Report
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ORACLE’

You see that member 1 does not get to see the Address column in the Employees Report. This is
because Steve has:

+  Assigned Reader Rights to member1 because he wanted the team members to have limited
privileges to the application pages.

. Selected Contribution Rights in the Authorization Scheme for this column.

Now, if you log out and log in again with Manager’s user details (mgr1), and run the Employees
Report page, you get to see the Address column in the report. This is because Steve had assigned
the contributors role to the Manager (mgr1l) user.
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Quiz

Which of the following statements are true about an authorization scheme?

a.

b
C.
d

You can attach an authorization scheme to any component or control in an application.

. After associating an authorization scheme with a page, you cannot modify it.

You can create an authorization scheme through an Access Control page.

. If a page-level authorization scheme fails, Oracle Application Express displays a

previously defined message.

R

ORACLE’

Answer: a, c, d
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Practice 16-2 Overview: Restricting Users by Using Access Control

This practice covers the following topics:

+ Creating users to add to the Access Control list
* Creating an Access Control page

+ Adding users to the Access Control List

+ Defining and applying the authorization schemes to each application component

ORACLE’
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Lesson Agenda

* Using Session State Protection
— What Is Session State Protection?
— Enabling Session State Protection
— Configuring Session State Protection

ORACLE’
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Session State Protection
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Now Steve goes to his last requirement. He wants to secure his application by preventing
hackers from tampering with the URLSs in the application. This is because URL tampering can
adversely affect program logic, session state contents, and information privacy of his
application. And for that he uses the Session State Protection functionality of Oracle
Application Express.

When you enable Session State Protection for your application, it uses Page Access
Protection attributes and Session State Protection item attributes together with checksums (an
error detection method) positioned in f?p= URLs. (f?p=is a prefix used by Oracle Application
Express to route the request to the correct engine process.) This prevents hackers from tampering
with the URL and does not allow any unauthorized access and alteration of the session state.

Note that when you disable Session State Protection for your application, the page and item
attributes related to Session State Protection are ignored and checksums are not included in
the generated £ ?p= URLs.

For example, in the slide, you see that Steve has enabled Session State Protection for his
PTS application and has set No URL Access for the Project Status Report page. Therefore,
when he tries to run the application and then navigates to the Project Status Report page, he
gets an error message stating, “This page cannot be invoked...”. However, when Steve
disables the Session State Protection for his application, and navigates to the Project Status
Report, he can still view the report (although the page protection remains as No URL Access).

You can enable Session State Protection for your application both from:
- The Edit Application Properties page and
- The Session State Protection page

In the next couple of slides, you will learn how.

Oracle Application Express Workshop | 16 - 36



Enabling Session State Protection from the Edit Application Page
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To enable Session State Protection for your application, select Enabled from the Session State Protection list. Enabling Session State Protection turns on session state protection

controls defined at the page and item level. To configure Session State Protection, click Manage Session State Protection

Session State Protection | Enabled ~

Allow URLs Created After  (null)
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ORACLE’

To enable Session State Protection for an application, perform the following steps:
Navigate to the application home page and click the Edit Application Properties button.
2. Click the Security tab and then the Session State Protection tab.

3. Select Enabled for Session State Protection and click Apply Changes.

Note: The Session State Protection is enabled by default. To disable Session State Protection, use
the same procedure, but select Disabled instead of Enabled. Disabling Session State Protection will
not change the existing security attribute settings, but those attributes will be ignored at run time.

1.

Oracle Application Express Workshop | 16 - 37



Enabling Session State Protection from the Session State Protection
Page
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ORACLE’

You
fort

1.

a s~ b

S

can also access the Session State Protection page and then enable Session State Protection
he application. Perform the following steps:

Click the Shared Components icon on the application home page.

Click the Session State Protection link in the Security list.

The Session State Protection page appears. Click the Set Protection button.
Select Enable and click Next.

Click the Enable button.

ession State Protection for your application is now Enabled.

In the next few slides, you will learn how to configure Session State Protection for your application

pag

es and items.
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Configuring Session State Protection
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After enabling Session State Protection, Steve now goes to the next step, that is, to configure security
attributes. You can configure security attributes in two ways as mentioned in the slide.

In the next slide, Steve configures Session State Protection for his application by using a wizard. Let’s
see how.
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Configuring Session State Protection by Using a Wizard
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To configure Session State Protection, perform the following steps:
1. Navigate to the Session State Protection page and click the Set Protection button.
2. The Session State Protection Wizard appears. Select Configure and click Next.

3. Select the security attributes for application pages, application items, and page items. Click
Next. To specify the way a page or an application item’s session state value can be set, you
have the following options:

- Checksum Required — Application Level: Use this option when you want to allow
the item to be set only by URLs having checksums that were generated by any user
running the same application in the current workspace but in a different session.

- Checksum Required — User Level: Use this option when you want to allow the item
to be set only by URLs having checksums that were generated by the same named
user, running the same application in the current workspace, but in a different session.

- Checksum Required — Session Level: Use this option when you want to allow this
item to be set only by URLs having checksums that were generated in the current
session.

These selections are then applied to all pages and items within the application.
4. Review the attributes and click Finish.
The security attributes are applied to all pages and items within the application.

In the next slide, you learn how to configure Session State Protection for the pages and items in your
application by selecting each individual page.
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Configuring Session State Protection for Pages and Iltems
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Enabling Session State Protection can prevent hackers from tampering with the URLs within your application. URL tampering can

To enable, disable, or configure Session State Protection using a wizard, click Set Protection.
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Session State Protection:  Enabled
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To configure Session State Protection for pages, perform the following steps:
1. Navigate to the Session State Protection page and click the arrow next to Pages.

2. Areport displays all the pages in the application and the security attribute set for the page. To

set the security attribute for a page, click the page number link for the page.

3. You can now set the security attribute for the page. The page items for the page are also
listed, and you can set the attributes for each item. The following Page Access Protection
attributes are available for pages:

- Unrestricted: The URL to request the page may or may not have session state

arguments.

- Arguments Must Have Checksum: If the session state arguments appear in the
URL, a checksum must also be provided.

- No Arguments Allowed: The URL used to request the page must not contain session
state arguments.

- No URL Access: The page may not be accessed by using a URL. However, the page
may be the target of a branch to Page branch type, which does not redirect the user to

a URL. (You will be doing this in one of your practices.)

In this example, Steve selects No URL Access. This is because in this example he is working

on the Home Page of his application and he does not want this page to be easily accessible
to everybody. Click Apply Changes to save the settings.

If you click the Page Item icon on the Session State Protection page, a report displays all the page
items in the application. You can click a particular item and set the attributes for that item.

In the next slide, let's see how to configure Session State Protection for the application Items.
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Configuring Session State Protection for Application Items
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You have learned in an earlier lesson in Unit 2 that application items are not associated with a page
and, therefore, have no user interface properties. You can use an application item as a global
variable. Application items are named session state variables that are not specific to a particular
page. To configure Session State Protection for application items:

1. Onthe Session State Protection page, click the Application Items icon. A report is displayed
listing all the application items for the application.

2. Click the Application Item link that you want to configure.
3.  Onthe Security tab, select the Session State Protection for your application item.
4. Click Apply Changes.
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Practice 16-3 Overview: Enabling Session State Protection

This practice covers the following topics:
+ Setting Page Access Protection to No URL Access
* Creating a branch without passing the URL

ORACLE’
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Summary

In this lesson, you should have learned how to:

+ List the different ways to secure your application

+ Differentiate between authentication and authorization

« Create an authentication scheme for your application

* Create an authorization scheme by using Access Control
* Enable and configure Session State Protection

ORACLE’

In this lesson, you learned how to implement security for your application. You learned how to
associate an authentication scheme with your application and also how to create and attach an
authorization scheme to your application. You also learned how to enable Session State Protection
and configure security attributes.
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Managing Application Navigation
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Steve Tries to Improve Application Navigation

ORACLE’

Steve successfully added navigation to PTS application so that any page can be run easily. However,
while working with different options in Oracle Application Express, he understood that Oracle
Application Express allows developers to create visual and attractive navigation lists with images.

Along with improving the user experience, Steve also wants to give restricted access to his navigation
lists so that only the users who have the assigned authorization get to view the list of pages.
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This slide is a graphical depiction of the course, particularly highlighting Unit 3 - Lesson 17, which is
dealt with in these slides.
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Objectives

After completing this lesson, you should be able to:
* Build a hierarchical list with images

* Build a database-driven navigation report

* Build a site map

» Enforce authorization on the site map

ORACLE’

In this lesson, you learn to build a hierarchical list with images on the home page. You also build a
database-driven navigation report and a site map and incorporate security into your site map.

Oracle Application Express Workshop | 17 -4



Lesson Agenda

+ Building a Hierarchical List with Images
* Building a Database-Driven Navigation Report
* Building a Site Map

* Enforcing Authorization on Your Site Map

ORACLE Copyright © 2019, Oracle and/or its affiliates. All rights reserved.
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Building a Hierarchical List with Images
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As you know, Steve had created a static list in the form of Quick Links on his application’s home page
(in one of the earlier lessons on Lists and Navigation). But now he feels that one way to handle a

better navigation experience for his users would be if he can change it into a hierarchical list (or
sublists) with images.

In the slide above, you see the original navigation and also how the images can be used and the
sublists displayed. You will learn how to create a hierarchical list with images in the next few slides.
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Building a Hierarchical List with Images
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1. Update the list with the desired sublist items.
2. Associate an image or icon with a list item.
3. Associate the list with the list region and define region settings.

ORACLE’

Steve had created a static list called PTS Report earlier, and the PTS Report also included list entries
for Projects, Status, and Employees report pages. Now Steve wants to display these list items
hierarchically and update with the related sublists. This way, instead of having a long list of reports he
had earlier, he would have only a few list items (Projects, Status, Employees) and all the reports
related to that list under it. For example, View Status list (you saw in the previous slide) will include all
reports related to the status of the projects, employees, etc. Later, to give a better look and feel, he
would assign images to the list items and associate the list with the list region (that is, where he wants
the list to be displayed).

In the next slide, let us see how he first updates the list with the sublist items.
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Building a Hierarchical List

1. Update the list with the desired sublist items.
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ORACLE’

Copyright © 2019, Oracle and/or its affiliates. All rights reserved

The first step is to update the list with the desired sublist items. Steve first creates a sublist item called
Projects Master Report (the parent list is View Projects). Let’s see how:

1. Onyour application page, click Shared Components (screenshot 1).
2. Onthe Shared Components page, click Lists under Navigation (screenshot 2).

3. Select the list that exists or create one. Here Steve selects PTS Reports (screenshot 3). He
had created this earlier when he was creating a static list region on the application’s home

page.

4. Click Create Entry (screenshot 4).

5. Enter the following values and click Create List Entry (screenshot 5)

- Parent List Entry: Select View Projects

- Sequence: Enter 12
- List Entry Label: Enter Projects Master Report

- Target type: Select Page in this Application

- Page: Select 6 from the pop-up LOV (this is the page number of Projects Master
Report page)

The new list entry is created. Now, in the next slide, Steve creates an entry for each item he wants
to include in the list. Specify a parent list entry (where appropriate) and a page to branch to when
the entry is selected.
Note: The best practice is to sequence each entry by parent list entry and stagger the numbers in
case a new list entry needs to be added at a later date.
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Example: Building a Hierarchical List

<

Show All | Entry

Entry

Target

List Entry

Cancel Create and Create Another  [eZETRIEYZ T

Target  Curren.. Conditi. Author.. Config.. Click C.. _UserD.. Develo.

list:  PTS Reports

Parent List Entry | View Status v

Sequence 22

Image/Class

Attributes

Alt Attribute

*
List Entry Label ~ Project Status Report

Targettype  Page in this Application ¥

*
Page 2 =

ORACLE’

As mentioned in the previous slide, Steve now creates the other two sublist items:

show all | Entry

Entry

Target

List Entry Cancel | Create and Create Another m

ClickC..  UserD.. Develo..

Target  Curren.. Conditi. Author.. Config..

Image/Class

Attributes

Alt Attribute

*
List Entry Label  Employees Report

Target type

Page 5

Page in this Application

. Project Status Report (View Status is the parent list)

. Employees Report (View Employees is the parent list)
Let’'s see how. You first follow the same steps as in the previous slide and:
1. Enter the following values and click Create List Entry (screenshot 1)

Parent List Entry: Select View Status
Sequence: Enter 22
List Entry Label: Enter Project Status Report

Target type: Select Page in this Application

Page: Select 2 from the pop-up LOV (this is the page number of the Project Status

Report page)

Parent List Entry: Select View Employees
Sequence: Enter 32

List Entry Label: Enter Employees Report
Target type: Select Page in this Application

The new sublist entry (Project Status Report) is created.
2. Enter the following values and click Create List Entry (screenshot 2)

Page: Select 10 from the pop-up LOV (this is the page number of Employees Report

page)

The new sublist entry Employees Report is created.

You can see all the three sublist items displayed under the PTS Reports List (screenshot 3).
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Building a Hierarchical List with Images

2. Associate an image or icon with a list item. @
Show Font APEX. v Go

i Ctegory - Select Category - v
> List Entry Cancel DRSS  Apply Changes
Click an image to select the image and dlose this window.
@Shu Entry  Targ.. Cum.. Con.. Auth. Conf. Click. User. Dev. B EB
fa-address-book fa-address-book fa-address-card
PTS_Reports v iy
List  PTS Reports @ O @
Go Rows 50 ¥
ParentListEntry - No Parent List ltem - a-address-card-o fo-adust faalert
Name Parent Entry Target Sequence 10 l
Ip=BAPP_ID.AE Image/Class ‘fﬂasks\ =
10 Veubroeds - st

v —

fa-tasks

Attributes

Alt Attribute

*
ListEntry Label ~ View Projects

Target

Trgettype - No Target -

ORACLE’

Now, Steve wants to associate an image or icon with a list item to give his list items a better and
modern look and feel. Steve starts with View Projects list item and then he adds icons for the other

two list items View Status and View Employees. Let’s see how.
From your application’s home page, click Shared Components. On the Shared Components page,
click List and select your list. Here Steve selects PTS Reports.

1. Click the list entry for which you want to associate an image or icon to edit its properties.
Steve starts with the View Projects List entry.

2. Click the pop-up LOV beside the Image/Class field and browse for the font APEX icon. Here,
Steve selects fa-tasks.

3. Select -No Target- for Target Type. This is because he has already created sublist item
Projects Master Report (with links to the related page) for View Projects (in the previous
slides).

4. Click Apply Changes.

5. Steve repeats the same for View Status and View Employees list items.

So, now, all the three items (View Projects, View Status, and View Employees) under PTS Reports

have icons assigned to them.

In the next slide, Steve performs the last step of defining list region settings for the list items that he
created. This is to select where exactly he wants the list items to be displayed.
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Building a Hierarchical List with Images

©

Show All Entry Target

<>

Current L. Conditions  Authoriz.. Configur..
Entry
List:  PTSReports (7)
Parent List Entry

- No Parent List Item - VNG

Sequence 20 @

List Entry Cancel

Del

Click Cou.

User Defi

2. Associate an image or icon with a list item.

S8 Apply Changes

Develop

| Image/Class  fa-dashboard

Attributes

Alt Attribute

*
List Entry Label | View Status

Target

Torget e

Page 2 =@

ORACLE’

Steve repeats the same for View Status (screenshot 1) and View Employees (screenshot 2) list items.
So, now,